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1
Decision/action requested

Approve the pCR to TR 33.855 below.
2
References
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3GPP TR 33.855 "Study on security aspects of the 5G Service Based Architecture (SBA)"
3
Rationale

This solution update considerably simplifies the solution by using direct communication for the token request instead of indirect communication. This has the big advantage that only existing methods in TS 33.501 [11] are used and no normative specification is needed.

Furthermore, this solution update proposes resolutions of the Editor's Notes in the solution.
4
Detailed proposal

*** BEGIN CHANGES ***
6.23
Solution #23: Token-based authorization for Scenario D using stateless SeCoP

6.23.1
Introduction

This solution addresses Key Issue #22 (Authorization of NF service access in Indirect Communication). To be more specific, this solution addresses the scenario of indirect communication with delegated discovery (Scenario D).

One main idea of this solution is that the SeCoP should be stateless and not store any tokens. Instead it is the NF service consumer itself that stores the tokens. Statelessness in this context refers to the tokens, i.e. a stateless SeCoP is a SeCoP that does not store authorization tokens.

Another main idea of this solution is that existing methods in TS 33.501 [11] should be reused as much as possible. Indeed, this solution reuses only existing methods in TS 33.501 and does not need any additional normative specification.  
6.23.2
Solution Description

6.23.2.1 
General


In the following, the abbreviations cNF and pNF for NF service consumer and producer, respectively, will be used.

6.23.2.2 
Assumptions on authentication and interface protection

A1. The SeCoP has authenticated the cNF (e.g. using TLS with server certificates) and the interface between them is confidentiality, integrity and replay protected (e.g. using TLS). The cNF may have authenticated the SeCoP.

A2. The SeCoP has authenticated the pNF (e.g. using TLS with server certificates) and the interface between them is confidentiality, integrity and replay protected (e.g. using TLS). The pNF may have authenticated the SeCoP.

The implications of the assumptions will be further discussed in clause 6.23.2.4 on the trust model below.

6.23.2.3 
Authorization and service invocation procedure 
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Figure 6.23.2.3-1: Authorization and service invocation procedure

cNF authorization:

1.
The cNF sends an access token request to the NRF. The request contains the NF type of the pNF and potentially slice information, but not a specific NF instance ID of the pNF. The request also contains the NF instance ID of the cNF.

2.



 

2.
The NRF sends the access token response to the cNF including the signed token.


Service request:

3.
The cNF uses delegated discovery and selection and sends a service request for the specific service to the SeCoP. The service request includes the access token for the pNF providing the service as received in step 2.

4.
If no cached data is available the SeCoP discovers the pNF.

5.
The SeCoP selects a pNF instance, performs the API root modifications and forwards the received request to the selected pNF instance. The request contains the token as received in 3. and valid for the cNF.

6.
To authorize the access the pNF validates the token by verifying the signature and checking if the requested service is part of the token's scope. If the checks are ok the pNF processes the request and provides a response.

7.
The SeCoP performs revers API root modifications and forwards the response.

6.23.2.4

Trust model

According to the assumptions on authentication and interface protection, there is hop-by-hop server-side authentication and interface protection on the cNF – SeCoP – pNF link. Using only server side certificates is a possible minor optimization and mutual authentication may also be used. The SeCoP needs to be trusted by the cNF, NRF and pNF: 

-
Both the NRF and the cNF trust the SeCoP that it forwards tokens only to pNFs whose services the cNF requests. 

-
The pNF trusts the SeCoP that it only forwards service requests of the cNFs and does not impersonate cNFs using tokens received during the cNFs' token requests via the SeCoP.

Because all interfaces where tokens are sent are protected, there is no other entity except NRF, SeCoP, the authorized cNF and the pNF whose services are requested that receive the token. This also means that the pNF does not need to authenticate the SeCoP and the SeCoP does not need to authenticate the cNF, because the received token serves as authentication of the cNF requesting the service.  
6.23.3
Solution Evaluation

Editor's Note: Evaluation to be added.

*** END CHANGES ***
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